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TepMuHbI U onpeaesIeHUA

B HacTosimeM qOKyMEHTE UCTIOJIb3YIOTCS CIEIYIOIINE TEPMUHBI U UX ONPEICICHUS.

ABTOMAaTH3MPOBAHHAS CHCTEMa — CUCTEMA, COCTOSAIIAsA U3 MEPCOHANIA U KOMILIEKCa
CPEICTB aBTOMATU3AIIMH €r0 JESATEIIbHOCTH, pearu3yloiias "HHOPMAITMOHHYIO TEXHOIOTHIO
BBITIOJTHEHHS YCTAHOBJIEHHBIX (DYHKITHIA.

AyTeHTH(UKALMA OTHPABUTEJNA JAHHBIX —  IIOATBEPXKIEHUE  TOrO, YTO
OTIPABUTEIb MTOJTYUYECHHBIX JAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

Bupyc (KOMIbHOTEPHBIHA, MPOrPAMMHBbIN) — UCIIOJIHSAEMBIN MPOTPAMMHBIN KOJ WA
UHTEPIIPETUPYEMBIN Habop VHCTPYKIIUH, obJaaronui CBOMCTBAMU
HECAaHKIIMOHMPOBAHHOTO  pacmpocTpaHeHuss H  camoBocrnpousBeneHus. (Co3laHHbIE
nyOIMKaThl KOMIIBIOTEPHOIO BUpPYCa HE BCErJa COBNAAAIOT C OPUTMHAIOM, HO COXPAHSIOT
CIIOCOOHOCTH K JAJIbHEHUIIIEMY pACIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

Bpenonocnas nmporpamma — nporpamma, IpeAaHasHa4Ye€HHas Ui OCYLIECTBIICHUS
HECAaHKIIUOHUPOBAHHOI'O JOCTyNa M (WIM) BO3JACHCTBUS HAa MHGOPMALUIO WIH PECYPCHI
MH(POPMAITMOHHON CHUCTEMBI.

BcnomorareabHbIe TEXHHYECKHE CPEACTBA U CHCTEMbI — TEXHUYECKUE CPEICTBA U
CUCTEMbI, HENpEeIHa3HAUYCHHbIE I MepeAadyd, oOpaOOTKM M XpaHeHUs HHGOpMALNH,
YCTAHABJIMBA€MbIE  COBMECTHO C  TEXHUYECKMMHU  CpPEICTBAMH M  CHUCTEMaMH,
MpeAHa3HAYEHHbIMU 11 00paboTkM HHGOPMALMK WIM B MOMEUIEHUSX, B KOTOPBIX
YCTaHOBJIEHBI THPOPMAIIMOHHBIE CUCTEMBI.

I'ocynapcrBennasi nngopmaunoHHas cucrema — ¢eaepainbHas HHGOPMaAMOHHAS
CUCTEMa M peruoHalibHas HWH(POpPMAIMOHHAs CHCTEMa, CO3JlaHHas Ha OCHOBaHUU
COOTBETCTBEHHO (pe/iepalbHBIX 3aKOHOB, 3aKOHOB CyOBekTOB Poccuiickoit deneparuu, Ha
OCHOBAHHH MPABOBBIX AKTOB I'OCYIaPCTBEHHBIX OPTAHOB;

Jloctynmn B ONEPalMOHHYIO CpeAy KOMNbIOTEpa — IIOJIYyYEHHE BO3MOXKHOCTH
3aImyCKaHaBbIOJHEHU I TaTHBIXKOMaH /1, ) yHKIIHA, TPOLIe 1y pOIIepaliOHHOMCUCTEMbI(YHUY
TOXKEHMSI, KOMUPOBAHMS, MEPEMEIIEHUs U T.I.), HCHOJHSAEMbIX (aillioB NPUKIATHBIX
IIPOTPAMM.

Hoctyn Kk wuH(OpMAUMH — BO3MOXXHOCTh MOJy4YeHUS  HWHPOpPMAIUU U €&
WCIIOJIb30BaHUs.

3ak/a1ouHOe YCTPOMCTBO — BJEMEHT CpelCTBa ChEMa HMH(POpPMALIUU, CKPBITHO
BHEJIPSIEMBbIN (3aKiabIBAEMbld MM BHOCHMBIN) B MECTa BO3MOXHOTO ChéMa MHPOpMaLIUU
(B TOM uHcie B OrpaxaceHue, KOHCTPYKIMIO, O0OpyIOBaHHE, MPEAMEThl HHTEphEpa,
TPAHCIIOPTHBIE CPEACTBA, a TAaK K€ B TEXHUYECKUE CPEACTBA M CUCTEMBbI 00pabOTKU
uH(popmaIun).

3amumaemass uHopmanussi — uHbOpMalMA, SABIAIOUIASCS — IPEIMETOM
COOCTBEHHOCTH M TMOAJIeXkallasi 3alluTe B COOTBETCTBUU C TPEOOBAHMSIMHU IPABOBBIX
JOKYMEHTOB HJIM TPEOOBAHUSIMH, YCTAHABIMBAEMbIMU COOCTBEHHUKOM HUH(OPMALIUU.



NnenTndukanusa — npucBoeHHe CyObeKTaM M 00bEKTaM J0CTyNa UACHTUPHUKATOpA
U (WIM) CpaBHEHUE TMPEIbSABISAEMOr0 HACHTH(PUKATOpPAa C TMEPEeYHEM MNPUCBOCHHBIX
UIECHTU(UKATOPOB.

NudopmanuonHasi cucreMa — COBOKYIHOCTH CoOJAepiKalieiicss B 0a3ax JaHHBIX
uHpopMau oOecreynBarONIUX €€ 00padOTKy HWH(POPMAIIMOHHBIX TEXHOJOTHH U
TEXHUYECKUX CPEJICTB.

NudopmanuoHHble TEXHOJOTHM — IPOLIECCHI, METObI MTOUCKA, cOOpa, XpaHEHHUs,
00paboTKH, MPEAOCTABICHUS, PACTIPOCTPAHEHHUS HHPOPMAIIMH U CIIOCOOBI OCYIIECTBICHUS
TaKHUX MPOIIECCOB U METOJIOB.

Hcrounuk yrpo3nl 0Oe3omacHocTH uHpopMauumm — CyOBeKT JOCTyIa,
MaTepHAIbHBIA 00BEKT WM (U3UUECKOE SIBJICHUE, SBISIOMMECS MPUINHON BOSHUKHOBEHUS
yrpo3bl 6€30MaCHOCTH UH(OPMALIHHL.

KonTposmmpyemasi 30Ha — NpPOCTPAaHCTBO (TEPpUTOpHUS, 3/aHUE, YacTh 3IaHMS,
MOMEIIIEHUE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIHPYEMOe NMpeObIBaHNE MOCTOPOHHUX JIHII,
a TaKKe TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTePUATbHBIX CPENICTB.

Me:kceTeBoil 3KkpaH — JIOKaJbHOE (OJAHOKOMIIOHEHTHOE) WU (PYHKIIMOHAJIBHO-
pacnpenei€HHOe  MpOrpaMMHOE  (IIPOrpaMMHO-ANIapaTHOE) CPEACTBO  (KOMILIEKC),
peayiu3yrolee KOHTPOIIb 32 MHpOpMaIMel, mocTynaomeid B ”HPOPMAITMOHHYIO CUCTEMY U
(nnn) BeIXOAIIEH M3 HHDOPMAITMOHHONW CUCTEMBI.

Hapymurens 0e3onmacHoctu mHpopManum — (QU3MYECKOE JIMLO, CIYYAMHO WM
MpeIHAMEPEHHO COBEpINAOIIee JEHCTBUS, CIEACTBHEM KOTOPBIX SIBISAETCS HapyIIeHHE
Oe3zomacHocT  uWH(pOpManMu Mpu  UX 00pabOTKE TEXHUYECKUMHU CpEICTBAMU B
WH(POPMALIMOHHBIX CHUCTEMAaX.

HenexnapupoBanHble BO3MOMKHOCTH — (YHKIIMOHAJIbHBIE BO3MOYKHOCTU CPE/ICTB
BBIUMCIUTEIbHOW TEXHUKHM, HEONUCAaHHBbIE WM HECOOTBETCTBYIOIIME OMNHCAHHBIM B
JOKYMEHTAIUH, npu UCIIOJIb30BaHUU KOTOPBIX BO3MOKHO HapylIeHUe
KOH(UJIECHIIUAIBHOCTH, IOCTYITHOCTH WJIU IIEJIOCTHOCTH 00OpabaThiBaeMoil UH(POPMAITUH.

HecaHKIMOHUPOBAHHBIN 0CTYN (HECAHKIIMOHUPOBAHHBIE ACHCTBHS) — JOCTYII K
uHbOpMAIlMU WM ACUCTBHS ¢ WHGOpMaIMed, HapyIIaollie MpaBuia pasrpaHuYCHUS
JOCTyMa C HWCIMOJIb30BAaHWEM IITATHBIX CPENCTB, MPEIOCTaBIsIEMbIX WH()OPMAIMOHHBIMU
CUCTEMaMH.

Hocurtenbs undopmanuu — Gu3ndecKoe JUIO WIM MaTePUATbHBIA OOBEKT, B TOM
qucie (QU3n4eckoe Moje, B KOTOpPOM HH(OpMalus HaXOAUT CBOE OTpPaKEHHUE B BHJIE
CHUMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHUYECKHX PEIICHWH U TPOIECCOB, KOIMUECTBEHHBIX
XapaKTePUCTHK (PU3NICCKUX BEITUIHH.

TexHnuyeckue cpeacrsa HHGPOPMAIMOHHON CHCTEMBI — CPEACTBA BBIUUCIUTEIBHOU
TEXHUKH, MH()OPMAIMOHHO-BHIYMCIIUTENIbHBIE KOMIUJIEKCHI M CETH, CPEJCTBA U CHUCTEMBI
nepenayn, npuéma u 00paboTku HH(OpMAIMKU (CPelICcTBAa W CHUCTEMBI 3BYKO3AIHCH,
3BYKOYCHJICHUS, 3BYKOBOCIPOHM3BEICHHUSI, MEPETOBOPHbIE M TEJICBU3UOHHBIE YCTPOWCTBA,
CPEICTBa M3TOTOBJICHHS, THPAXKUPOBAHUS JOKYMEHTOB U JIPYrHe€ TEXHUYECKHE CpPEICTBa
00palboTKu peueBoit, rpaduueckoil, Buaeo- 1 OyKBeHHO-IIU(PPOBOMl nHopmamn),
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IporpaMMHbIE CpeicTBa (ONEPAIMOHHBIE CHCTEMbl, CUCTEMBbI ympasienus B/l u T.1.),
CpeICTBA 3alIUTH HHPOPMAIIH, IPUMEHsIEMble B UHPOPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopMauMm) — HEMPAaBOMEpPHOE MOJy4YeHHE HHOOPMALUU
C HCIOJIb30BAaHUEM TEXHMUYECKOTO CPEICTBA, OCYUIECTBIIAIOIIETO OOHapy>KEHUE, MPUEM U
00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHbIEe — J00ass UHPOPMALIUSI, OTHOCSIIASCS K OINpPEACIEHHOMY
WIK OTpEIesieMOMY Ha OCHOBAaHMM TakoW uHbopmaiuu (usndeckomy iy (CyObeKTy
NEPCOHANBHBIX JIAHHBIX), B TOM 4ucie ero GaMuiius, UMs, 0TY€CTBO, IO/, MECSI, JaTa U
MECTOPOXKAECHUSA, aapec, CEMEWHOE, COLHAIBHOE, WMYIIECTBEHHOE  IIOJOKEHHE,
oOpa3zoBanue, mpodeccus, J0X0bl, Apyras HHHOPMaLH.

Ilo0ouyHbIE 3JIEKTPOMATHUTHBIC W3JIYYEeHUS! WU HABOAKHM — 3JIEKTPOMATHUTHBIE
M3IIyYEHHS] TEXHUYECKHUX CPEACTB OOpaOOTKU 3alluiaeMoil MH(GOPMALMK, BO3HUKAOIINAE
KaK MOOOYHOE SIBJICHUE U BbI3BAHHBIE JICKTPUUECKUMU CHUTHAJIAMU, JAEUCTBYIOIIUMHU B UX
ANEKTPUYECKUX U MATHUTHBIX LIEMAX, @ TAKKE JIEKTPOMAarHUTHBIE HABOJKHU 3TUX CUTHAJIOB
Ha TOKOIIPOBOJSIINE JTUHUN, KOHCTPYKLIUH U LIETIH IUTAHMSL.

IomuTHKa «YHCTOrO CTOJIA» — KOMIUIEKC OPraHU3alMOHHBIX MEPONPUITHH,
KOHTPOJIUPYIOIIIMX OTCYTCTBHE 3alHCHIBAHMS Ha OyMa)KHble HOCHUTENM KIIOYEeH H
aTpuOyTOB H0CTyMNa (MapoJiei) U XpaHEeHUs X BOJIHM3U OOBEKTOB JOCTYIIA.

Hoab3oBaresb HMHPOPMALMOHHOM  CHCTEMbl —  JIMIO, YYaCTBYIOLIEE B
(YHKIIMOHUPOBAHUM HMH(POPMAIMOHHON CHUCTEMBbl WJIM HUCHOJB3YIOUIEe pe3yJbTaThl €€
(GYHKIIMOHUPOBAHUSI.

IIpaBusa pasrpaHu4eHusi JOCTYNA — COBOKYITHOCTh IPABWJI, PETJIAMEHTUPYIOIIMX
npaBa J0CTyna CyObeKTOB JOCTyIa K 00beKTaM J0CTyIa.

IIporpaMmmHasi 3akjagka — KOJ MpOrpaMMbl, MNPEIHAMEPEHHO BHECEHHBIM B
nporpaMmy C UEJIbl0 OCYIIECTBUTh YTEUKY, HM3MEHUTbh, OJOKHUPOBATH, YHUUYTOKUTh
uHQOpMALMI0O WM YHUYTOXKUTh M MOJM(UIMPOBATH MPOrpaMMHOE OOecleueHue
UHGOPMAITMOHHON CUCTEMBI U (UJTK) OJIOKMPOBATh anmapaTHbIe CPEICTBA.

IIporpammHuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/1eHCTBHE —
HECaHKIITMOHUPOBAHHOE BO3JICUCTBHE HA PECYpChl aBTOMATU3UPOBAHHON MH(POPMAITMOHHOM
CUCTEMBI, OCYILIECTBIIIEMOE C UCIOJIb30BAHUEM BPEAOHOCHBIX ITPOrpamM.

PackpbiTHe wuHpoOpManum — YMBIIUICHHOE WM  CIIy4YallHOE HapylIeHue
KOH(PUAEHIIMATBHOCTU UH(POPMAITUH.

Pacnpocrpanenue wuH(pOpMauMM — JECUCTBUA, HAIpaBJICHHbIE Ha Ilepenady
uH(bOpMallMK OINpeAeNEHHOMY KpYry JIMII WIM Ha O3HAaKOMJIeHHE ¢ uH(popMaluen
HEOTPaHMYEHHOTO Kpyra JIMI, B TOM 4ucie OOHapogoBaHHe WH(GOpMalMUd B CpPEACTBax
MaccoBod MH(pOpPMalLKHU, pa3MelleHne B HH()OPMALIMOHHO-TEIEKOMMYHUKALIMOHHBIX CETAX
WJIM MIPEIOCTAaBICHUE JOCTYyNa K MHPOpMAIMK KaKuM — JM00 UHBIM CIIOCOOOM.

Pecypc uH(pOpPMAIMOHHON CHCTEMbl — HWMEHOBAHHBIM JJIEMEHT CHCTEMHOIO,
NPUKJIAJAHOTO WIIM allapaTHOTo obOecrneueHuss (GYyHKUMOHUPOBAHUS HWHOOPMAIMOHHON
CHUCTEMBL.



CpencrBa BBIYMCAMTEIbHONH TEXHHUKH — COBOKYIHOCTh HPOTPAMMHBIX H
TEXHUYECKUX DJEMEHTOB CHUCTEM OOpabOTKH JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSTENIbHO WIH B COCTAaBE JIPYTUX CHCTEM.

Cy0bekT pgocryna (cy0beKT) — JIHMIIO WM MOpolLecCc, IEUCTBUS KOTOPOTo
pErIaMEHTUPYIOTCS NPABUIIAMHU Pa3TPaHUYEHHUS TOCTYIIA.

TexHUYeCKUH KaHAJ YyTe4Kd HUHPOPMANUU — COBOKYIIHOCTh HOCHUTENSA
uadpopmaruu  (cpeactBa  00pabOTKM),  (PU3MYECKONH  Ccpeapl  PACIPOCTPAHCHHS
MH(OPMATUBHOTO CUTHAJa U CPENICTB, KOTOPHIMU JOOBIBAETCS 3aluIiaeMas nH(OpMaIIs.

¥Yrpo3sl 0e3omacHoCTM HMH(OPMAIMM — COBOKYIIHOCTh YCIOBUH U (PaKTOpOB,
CO3JAIOIIMX OINAaCHOCTh HECAHKIIMOHHMPOBAHHOIO, B TOM YHCIIE CIy4allHOrO, JOCTyIa K
uHdopMaIui, pe3yiabTaTOM KOTOPOIO MOXKET CTaTh YHHUUYTOXKEHHE, HW3MEHEHHE,
0JIOKMpOBaHWE, KOMHUPOBAaHUE, pacnpocTpaHeHue HUHOpMalUKM, a TaK K€ HHBIX
HECAaHKIIMOHUPOBAHHBIX JCHCTBUMN MTPU UX 00pabOTKe B MHOOPMAIITMOHHBIX CUCTEMAX.

Yuuuroxenue MHGPOPMAUMH — JCHUCTBHS, B PE3YJIbTATE KOTOPBIX HE BO3MOYKHO
BOCCTAHOBUTH COZEpKaHWe MHPOpMalud B MH(OOPMAIMOHHOW CHCTEME WA B PE3yJIbTATE
KOTOPBIX YHUUYTOXKAIOTCSI MAaTEPUAIIbHBIE HOCUTEIIH.

Y1euka (amumaemoii) wuHGopManuM N0 TEXHHYECKHM KaHajlamM —
HEKOHTPOJIMPYEMOE  paclpoCcTpaHEHHME HHGOpPMALUKU OT HOCUTENS  3alllUIIaeMOM
uHpopManuu depe3 (PU3MUECKYI0 Cpely 0 TEXHUYECKOTO CPEACTBA, OCYLIECTBIISIOIIETO
nepexBaT HHPOPMALIHMH.

Ysa3BUMOCTBb — c1a00CTh B CPEICTBAaX 3alIUThI, KOTOPYIO MOKHO MCIOJIb30BaTh s
HapyILIEHUs CUCTEMBI WM COZEp Kaleics B Hel nH(popmanuu.

HesocTHOCTL MH(pOPMAIUM — CIIOCOOHOCTH CPEACTBA BBIUUCIUTEIIBHOM TEXHUKU
WIA aBTOMAaTHU3UMPOBAHHON CHUCTeMbl oOecreurBaThb HEM3MEHHOCTh HH(OpMAlUUd B
YCIOBUSIX CIy4YailHOrO W/WJM MpeAHAMEPEHHOTO UCKaKEeHUs (pa3pyIleHus).



O003Ha4YeHNs1 M COKPALIEHUS

ANC ABTOMaTH3UpOBaHHAsI HH(POPMAITMOHHAS CUCTEMA
b/l baza manabix

b HNudpopmanmonHast 6e30macHOCTh

ncC HNudopmanronHas cucrema

K3 KonTpommpyemas 30Ha

HC/I HecanknimoHnpoBaHHbBIN JOCTYII

I1O [IporpammHuoe obecrieueHue

C31 Cpencta 3amuThl HHPOpMAIUu

C3[1Jx  Cucrema 3a0IUThl IEPCOHAIBHBIX TaHHBIX
OCh ®enepanpHas ciayx0a 6€301acHOCTH
OCTOK ®enepanbHas ciykba 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO



1. BBenenue

Hacrosimas Konnenmust undopmarmonnoit 6e3onacHoctu (nanee — Konmemius)
ABIIICTCA O(PHUIMATBHBIM JIOKYMEHTOM, B KOTOPOM OIpejelieHa CHUCTeMa B3IJIAJ0B Ha
obecrnieuenne napopmarmornHon 6ezonacHocTH (nanee—b) MbOY KCOIIINe 19.

HeoOxomumocts pazpadorku Konuemniuu o0yciaoBieHa pacHIMpeHUueM chepsl
MPUMEHEHUS HOBEHIINX HMH()POPMAIIMOHHBIX TEXHOJOTHUH M MPOLECCOB MpU 00paboTKe
uHopMarmm.

Hacrosimas Konuenuusi onpesensieT OCHOBHbBIE IIEIW U 3a/layd, a TakK K€ OOIIyIo
CTpAaTEeTHI0 TIOCTPOCHUS] CHUCTEMbI 3alllMThl TMEepCOHANbHBIX AaHHBIX (nanee—C3II/IH) B
MBOY KCOII Ne19. Konmnenius onpenenser OCHOBHbIE TpeOOBaHMS U 0a30BbIE TTOIXOIbI
K HX peaJlu3aluud i1 JOCTHXKEHHUsS TpeOyemMoro ypoOBHS —3allMUIIEHHOCTH IS
aBTOMAaTU3HPOBaHHBIX HHPOopMannoHHbIX cucteM (nanee-MC) B MBOY KCOILINe19.

Konuenuus pa3paboTaHa B COOTBETCTBUU C CUCTEMHBIM MOJAXOJIOM K 00ECIEYEHUIO
Nb. CucreMHBII MOAXOJ MPEANOJAracT NPOBEICHHE KOMIUIEKCA MEpPONPUITHH,
BKJItOUaronx uccienosanue yrpo3 b u paspadorky C3IIIH ¢ mo3unuu KOMILIEKCHOTO
MIPUMEHEHUSI TEXHUYECKUX M OPTaHU3ALMOHHBIX MEP U CPEACTB 3aLUTHI.

[Tlomx Wb MBOY KCOILINe 19 mnonuMaercs 3amUIIEHHOCT HH(POPMAIIH
OTPaHUYEHHOr0 JIOCTYIA, HE COJIepKallled CBEJIEHUS, COCTABIISIIOLIME TOCYIapCTBEHHYIO
TaliHy, B TOM YHMCJI€ IEpCOHAIbHBIE TaHHbIE (J1anee — nHpopMalrs) U 00padaThIBaIOLIEH UX
UHGPACTPYKTYPHI OT JIIOOBIX CIYYalHBIX WM 3JIOHAMEPEHHBIX BO3JIEHCTBUIN, PE3YJIbTATOM
KOTOPBIX MOJKET SBHUTbCS HaHECEHUEe yliuepdba camol uHpopmauuu, €€ Biaaeablam
(cyobektam) wim uHbpactpykrype. 3amaun Wb cBoasTcs MuHMMH3anuM yiiepda OT
BO3MOXHOU peasin3aiuu yrpo3 0e30MacHOCTH HHPOpPMALIMK, & TaK K€ K MPOrHO3UPOBAHUIO
Y NIPEJOTBPALIEHUIO TAKUX BO3JICHUCTBHM.

KoHuenuust ciiy’)kUT OCHOBOH i pa3padOTKU KOMIUIEKCA OpPraHU3allMOHHBIX U
TexHuueckux mep no odecnevenntro Ub B MBOY KOII Nel9 a taxke HOpMaTUBHBIX U
METOJUYECKHX JOKYMEHTOB, OOECleuMBaIOlMX €€ peaju3aluio, W He MpeArnonaraet
MOoJAMEHBbl (PYHKIMH TOCYAapCTBEHHBIX OpraHoB BiacTtu Poccuiickoit ®eneparmu,
OTBEUAIOIMX 3a obecreyeHre 0e30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTMHA W 3aIIUTY
uHbopmaIuu.

Konnenmnus sBisieTcsas METOL0JIOTMYECKONM OCHOBOM IS

— (popMUpOBaHUS UM TPOBEACHUSA €AMHOM TOJUTHUKA B 00JIacTHM obOecredeHus
6e3onacHoct nuaopmanuu MBOY KCOIINe19;

— NPUHATUASA YNPABICHYECKUX PEIICHUH U pa3padOTKU MPAKTHUYECKUX Mep 10
BOILIOIIEHUIO TOJUTUKH O€30MacCHOCTH, U BBHIPAOOTKM KOMIUIEKCA COTJIACOBAaHHBIX MeEp
HOPMAaTHBHO-IIPABOBOI'0, TEXHOJIOTMYECKOTO U OPraHU3allMOHHO-TEXHUYECKOI0 XapakKTepa,
HAIIPABJICHHBIX Ha BBIABIEHUE, OTPAXEHHWE M JIMKBUJALMIO MOCIEICTBUN pealv3aluuu
Pa3JIMYHBIX BUJOB yTPO3;



— KOOpDAMHALIMK JI€ATEIbHOCTH CTPYKTYPHBIX MOAPA3ACICHUA MpU MPOBEACHUU
pabotr mo pasutHio W dkcmuryataruu MC c coOmogeHnem TpeOoBaHUN oOecTiedeHUs
6e3omacHOCTH HH(DOPMALINH;

— pa3pabOTKU NPEIJIOKEHU 0 COBEPIICHCTBOBAHWIO IPABOBOr0, HOPMATUBHOIO,
METOJUYECKOr0, TEXHUYECKOT0 U OpraHU3allMOHHOT0 obecnieuenus oezonacHoctu B MIC.

Oo6macte mpumenennst KoH1enmm pacnpocTpanseTcs: Ha Bee moapaszaeneaus MbOY
KCOMI Ne 19, skcrutyaTupyromune TeEXHUYECKUE U nporpaMmmubie cpenctsa UC, B KOTOpPBIX
OCYIIECTBIISIETCS. aBTOMAaTH3UpOBaHHAs o00paboTka wuHpOpmanuu, a Tak K€ Ha
HOJpa3Ae/iCHUs, OCYILECTBISIOLUIME COMPOBOXKACHHUE, OOCIYKMBaHHE U OOecCleueHUe
HopManbHOrO (pyHkuuonuposanus MC.

[IpaBoBoii 6a30il mns pa3paboTku Hactoswedl Konuenuum cioyxat TpeOoBaHMS
nerctByronmx B Poccuiickorn @enepanyy 3aKOHOAATENBHBIX M HOPMATUBHBIX AKTOB IO
BOITPOCAaM MH(POPMaLMOHHOM 0€30MacCHOCTH.



2. O01ue moJI0KeHu s

C3I1dn mpeacraBisieT coOOW COBOKYNMHOCTh OPraHM3AlMOHHBIX M TEXHHYECKHX
MEPOIPHUATHIA JUISI 3aIUTHl HH(OPMALIMK OT HEMPABOMEPHOIO WM CIy4alHOTO OCTyNa K
HUM, YHUYTOXXEHUS, U3MEHEHHUsI, OJOKUPOBAHMS, KOMUPOBAHUS, PACIPOCTPAHEHUS, a TaK
K€ MHBIX HENIPAaBOMEPHBIX IEUCTBUN C HUMH.

be3zonacHocTh uHpopMaIu JIOCTUTAETCS MyTEM VCKJIFOUECHUS
HECAHKIMOHUPOBAHHOIO, B TOM YHCJIE€ CIIYYaHHOI'0, IOCTyNa K HEW, PE3yIbTaTOM KOTOPOTO
MOXXET CTaTh YHMUTOXKCHHE, U3MEHEHUE, OJIOKUPOBAaHUE, KOMUPOBAHKE, PACIIPOCTPaHEHHE,
a TaK K€ MHBIX HECAHKIIMOHUPOBAHHBIX JECHCTBUII.

CrtpykTypa, coctaB u ocHoBHbIe QpyHkiuu C3II[IH onpenenstorcs UCX0Id U3 Kiacca
samumeHHocTt MUC u ypoBHs 3Haunmmoctu uHpopmaumu. C3IIJ[H Bkitouaer B ceds
OpraHU3allMOHHbIE MEpPhl M TEXHUYECKUE CPEACTBA 3allIUThl MH(OpMAnuu (B TOM YHCIE
mupoBabHble  (Kpunrorpauyeckue) — CpeAcTBa,  CpEICTBa  MPEJOTBPAILCHUS
HECAaHKIIMOHUPOBAHHOIO JIOCTyNa, YTEUYKHM HHPOpPMAIMM IO TEXHUYECKUM KaHajaM,
IPOrpaMMHO-TEXHMYECKUX  BO3JCHCTBUII HA  TEXHUYECKUE CpEACTBA  00pabOTKH
uHpopMaIun), a Takxke ucronbdyeMble B IC nHpOpMaMOHHbIE TEXHOJIOTUU.

OTu Mepbl NpU3BaHbl 00ECICUUTS:

— KOH(UIEHIIMAIBHOCTh HH(OpMALINH;

— LIEJIOCTHOCTh UH(OpMALIUK;

— JIOCTYITHOCTh MH(OpMauu.

Craauu co3ganus C3I1/IH BKIIOYAKOT:

— MpeANpOeKTHas CcTaaus, BKJIIOYArOmas mpeanpoekTHoe obcnenoBanune HWC,
pa3paboTKy TEXHUUYECKOTO (JYaCTHOTO TEXHUYECKOro) 3amanus Ha co3nanue C3I1/H;

— cragus npoektupoBanuss M peanusaumu C3I1/IH, BKIOyaromas pas3paboTKy
TexHruecKOoro NpoeKTa Ha MOCTPOEHUE CUCTEMBI 3aIMThl HH(OpMAIIIH;

— cragua BBoja B aeiictBue C3II/IH, BKIrOuUaromiasi OMBITHYIO SKCIUTyaTalMi0 U
npuémo-cnarounsie ucneitanus C3I1/IH, a Takxke oueHky coorBeTcTBUa MC TpeboBaHusIM
Ub.

Opranu3anMoHHbIE MEPHI MPEAYCMATPUBAIOT CO3aHUE M IOJAJEpKaHUE IPABOBOI
6a3b1 Oe3omacHOCTH MH(POpMAIUK U pa3paboTKy (BBEIEHUE B IEHCTBHE) MPEAYCMOTPEHHBIX
[Tomutukoit mHpopmarmonHoii 6e3omacHocT MC opraHM3alMOHHO-TEXHUUYECKHE MEpPhI
3alUTBl  PEANM3YIOTCA TMpPU TOMOIIM COOTBETCTBYIOIIMX IMPOrPaMMHO-TEXHUYECKUX
CPEICTB 3alIUThl HH()OPMAIUY.

[lepeyenb HEOOXOIUMBIX MEp 3aIIUThl UHGOPMAIIMK ONPEACIISIETCS MO Pe3ysbTaTam
obcnenosanus VC.
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3. 3agaum C3I11n

OcnoBHoi1 niensto coznanust C3I/IH sBsgeTcs MUHUMU3AIMS yiiepOa OT BO3MOKHON
peanu3anuu yrpo3 6e30macHoCTH HH(POpMaITUH.

Jlis 1OCTHKEHUS OCHOBHOM 1ieiu cuctema 0ezonacHoctd uHpopmarmu UC momkHa
obecnieunBath 3P (PEKTUBHOE pelIeHUE CIEAYIOMUX 3a1au:

— 3alIUTy OT BMeIIaTeNbCTBa B mporiecc ¢pyHKunonnpoBanust MC mocTOPOHHUX JIHIL
(Bo3MoxkHOCTh ucmonb3oBanuss MC u goctyn k e€ pecypcaM JOJKHBI UMEThb TOJBKO
3apEruCTPUPOBAHHBIE B YCTAHOBIEHHOM TIOPSIKE MOJIH30BATENN);

— pasrpaHM4eHHe JOCTyNa 3aperuCTPUPOBAHHBIX IOJb30BATENEH K anlapaTHbBIM,
IpOrpaMMHBIM B HHPOpMAIMOHHBIM pecypcam MC (BO3MOXKHOCTH JOCTYIA TOJNBKO K TEM
pecypcaM M BBINOJHEHUS TOJBKO TE€X ONepauuid ¢ HHUMH, KOTOpPblE HEOOXOJMMBI
KOHKpETHBIM ToJib30BaTesiM MC 17151 BBINOHEHUS CBOUX CIIY>KEOHBIX 00A3aHHOCTEH), TO
€CTh 3alUTy OT HECAHKIIMOHUPOBAHHOIO JIOCTyMA:

— K uHpopmanuu, nupkyiaupyromei B UC;

— cpencTBaM BbIUMCIUTENbHON TeXHUKU UC;

— anmapaTtHbM, MPOrPaMMHBIM M KPUOTOrpaUUecKUM CpEeICTBaM  3allMTHI,
ncnoas3yemsiM B UC;

— PEruCTpalvi0 JACHCTBUM IIOJIB30BATENEW MPHU HCIOJIB30BAHMM  3aLUIAEMBIX
pecypcoB UC B CHCTEMHBIX >XypHAJIaX M MNEPUOAMYECKUH KOHTPOJIb KOPPEKTHOCTH
NENCTBUH NOJIB30BATENIEW CUCTEMBI ITyTEM aHAJIM3a COJAECPKUMOIO ITHX KYPHAIOB;

— KOHTPOJIb  LIEJIOCTHOCTH (00€creuyeHne HEU3MEHHOCTH) Cpeabl HCIOJIHEHUS
IPOrpaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapYILLIEHUS;

— 3alIMTY OT HECAHKIMOHUPOBAHHON MOAM(PUKALMH KOHTPOJIb ULEJIOCTHOCTH
ucnonb3dyembix B MC mporpaMMHBIX CpPEACTB, a TAKKE 3aUIUTy CHCTEMBbI OT BHEAPEHUS
HECAaHKIIMOHUPOBAHHBIX IIPOTPaMM;

— 3aIUTY MHPOpPMALUA OT YTEUKH MO TEXHMUYECKHMM KaHajliaM TpHu ee 00paboTke,
XpaHEHHUH U Mepeaaye Mo KaHajlaM CBS3H;

— 3amMTy UHOOPMAIUH, XPAaHUMYIO, 00pabaThIBAEMYIO U MEepeaBaeMylo 10 KaHajlaM
CBSI3U, OT HECAHKIIMOHUPOBAHHOTO PA3IJIALICHUS UM UCKAXKEHUS;

— obecrnieueHre KUBYUYECTH KPpUNITOrpaduuecKux Cpe/ICTB 3alUThl HH(OPMAIUU [TPU
KOMIIPOMETALMY YACTH KJIFOYEBOUW CHCTEMBI;

— CBOEBPEMEHHOE BBISIBJICHHE MCTOYHHUKOB YIrpo3 0e30MacHOCTH HH(OpMaIui,
OpPUYMH W YCJIOBHH, CIOCOOCTBYIOIIMX HAHECEHUIO Yyilepbda CyObeKTaM, CO3/IaHHe
MEXaHU3Ma OIEPAaTUBHOIO pearupoBaHUs Ha Yrpo3bl 0e30MacHOCTH HWHGOpMAIUU U
HEraTUBHBIE TEHICHLIUU;

— CO3/laHH€ YCJOBMHM JJI1 MHUHUMHU3ALMKM JIOKAJIM3AllMM HAHOCUMOro yiiepoa
HEMPAaBOMEPHBIMU  JEHCTBUSMHU  (DU3MUECKUX W IOPUAUYECKHX JIUI, ocjabieHue
HEraTUBHOTO BJMSHHUS M JUKBUJAIMS TOCIEACTBUN  HaApylIeHHs O€30MacHOCTH
uHpopMarum.
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4. O0BeKThI 3AIIUTLI

4.1 TIlepeyeHb HH(POPMAITMOHHBIX CHCTEM

B MBOY KCOII Ne 19 npowusBoautcs 00paboTka MH(POPMAIMK OTPAHUYECHHOTO
JI0CTYTIa, HE COJEPIKAIICH CBEICHUS, COCTABIISIIOIINE TOCYIapPCTBEHHYIO TalHY.

[Tepeuenr C, B KOTOpBIX 0OpadaThiBaeTCss HHPOPMAIIAS OTPAHUYCHHOTO JOCTYIIA,
HE CcoJepiKaliasi CBEJCHHUSA, COCTABIIONIME TOCYJApPCTBEHHYIO TalHy, OMNpENeNsieTcs Ha
ocHOBaHUH «OTYETa MO pe3ynbTaTaMm 00CIeI0BAHUS.

4.2 TlepeyeHb 00BEKTOB 3aIUTHI

OOBbeKTaMu 3aIUTHI ABISAIOTCS HHPopManus, oopadaTeiBacmas B IC, n TeXHHUYECKHE
cpeacTBa ee 00paboTKu U 3amuThl. MHpopManmm, moaexanias 3aiure, onpeaessieTcss Ha
ocHoBaHuU «OTYETA MO pe3ynbTataM 00CIeTOBAHUS.

K o0bekTaM 3a1uThl OTHOCSATCS:

— oOpabateiBaeMasi HH(pOpMaLus;

— TEeXHOJOTH4ecKast uHpopmanms;

— [IPOrpaMMHO-TEXHUYECKHE CPeICTBa 00PaOOTKH;

— CpelcTBa 3alUThl HHPOPMAIUY;

— KaHaJIbl UH()OPMALIMOHHOTO OOMEHA U TeIEKOMMYHHKAIIHIH;

— 00BEKTHI U IOMEIICHHUS, B KOTOPBIX pa3MeleHbl KoMnoHeHTs VIC.
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5. Knaccndpukanus noan3osaresieit UC

[Tonb3oBatenem HWC sBuseTcss U0, YydacTByromee B (YHKIHOHUPOBAHUU
MH(GOPMALIMOHHONW CHUCTEMBI WM HCIOJIB3YIOIEe pe3yabTaThl €€ (YHKIIMOHUPOBAHUA.
Taxxxe nonws3zoBarenem UC sBigercs noboit corpynauk MBOY KCOII Nel9, umeromuii
noctyn k MC u e€ pecypcam B COOTBETCTBUM C YCTAHOBJIEHHBIM MOPSAJKOM H B
COOTBETCTBUH C €r0 (PYHKIIMOHAIBHBIMH 00sI3aHHOCTSMHU.

[TonwszoBatenu C nenarcst Ha TP OCHOBHBIE KATETOPUU (POJIH).

1. Aamunuctpatop UC - corpyaanku MBOY KCOI Ne 19, xotopbie 3aHUMaroTCA
HACTPOMKOW, BHEAPEHUEM M COIMPOBOXJeHUEM cucTtembl. AnMunuctpatop MC obnanaer
CJIEIYIOLIUM YPOBHEM JIOCTYTIA:

— oOnagaeT noHoM uHdopMaIie o cucteMHoM U ipukiagaom [TOUC;

— oOsaaet noyiHOM MHpOpMaIel 0 TEXHUYECKUX cpeAcTBax U koHpurypauuu UC;

— UMEET JIOCTYyN KO BCEM TEXHUYECKUM CpEICTBaM OO0pabOTKH HHPOpMALUU H
nmanabiM UC;

— oOyajlaer TpaBaMU  KOH(MUTYpUPOBaHUS W  QJIMHUHUCTPATUBHOW HACTPOWKH
TexHuueckux cpeacts MC.

2. Pazpabotuuk UNC - corpynauuku MBOY KCOILINe 19 wunum  cTopoHHUX
opraHu3zaluii, KoTopsie 3aHnuMaroTcs pazpadborkoi [IOUC. Tlporpammuct-pazpadotunk NC
o0nafaeT cIeayIolM YPOBHEM A0CTyNA!

— oOmanmaer uHdopmalmeit o0 anropuTMax U mporpammax oopadoTku nHpopmauu
NC;

— o0ajaeT  BO3MOXHOCTSMHU ~ BHECEHHMs  OIIMOOK, HEJIEKJIapUPOBAHHBIX
BO3MOKHOCTEM, MPOrPAMMHBIX 3aKJIalI0K, BpeAOHOCHBIX porpamMM B [IONC Ha cragusax eé
pa3pabOTKH, BHEAPEHUS U COMTPOBOKICHUS;

— MOXET pacroararhb Jo0sMu ¢pparMenTamu nHpopmaiuu o Tornonoruu UC u
TEXHUYECKUX CPEJCTBAX 00pabOTKH U 3ammThl HHGOpMaIuu, oopadareiaemoit B C.

3. Oneparop UC - corpynuukun UC, yaactByrommux B nporiecce skcruryaranuu UC.
Omnepatop UC obnamaer cienyonuM ypoBHEM JIOCTYTIA:

— o0Jy1alaeT BceMH HEOOXOAMMBIME aTpUOyTaMu (HarpuMmep, HICHTU(PUKATOPOM U
napoJjeM), 00eceYrBaOIIMMHU JOCTYIT K HEKOTOPOMY MOJAMHOKECTBY UH(OpMAINK;

— pacmnojiaraeT KOHPUACHIIUATbHBIMUA TAHHBIMU, K KOTOPBIM UMEET JOCTYII.

Kareropun mnonp3oBareneil JoJbKHBI ObITH ompenesieHsl s kaxaou HC. Ilpu
noctpoenun C3II/IH Tpebyercs yrounenue pasaenenus corpynuukoB MBOY KCOII Ne
19 BHyTpU KaTeropwii, B COOTBETCTBHU C THUIIAMH TIOJIb30BATENCH, OMpPENeIEHHBIMHU B
[Tonmutuke nndopmarmonnon 6ezonacuoct MC.

Bce BbisiBIeHHBIE Tpynmbl (pojiv) ToJib3oBarenield oTpaxkatorcs B «OTuére 1o
pesynbTatam obcienoBaHusi». Ha ocHoBanuum OTu€ra BBIABISIOTCS NpaBa JOCTyHa K
anementam MC nmns Bcex rpynm (poJiei) mojib3oBaTened W oTpaxkarorcss B Marpuiie
noctyna B [lonoxeHnuu o pasrpaHu4eHUH MpaB I0CTyMa Kk oOpadbarsiBaeMol nHpopmaiuu.
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6. OcHOBHBbIE NIPUHUMIBI IOCTPOEHUSI CHCTEMBbI 3AIIIUTHI
uH(popManuu
[Toctpoenue cucremsl obecnedenuss OezomacHoctu uHpopmanmu MC B MBOVY
KCOIII Ne 19 u e€ ¢(yHKIIMOHUPOBAHHE JOJDKHBI OCYIIECTBISITHCS B COOTBETCTBUHU CO
CJICAYIOIIMMU OCHOBHBIMH MPHHIIUTIAMH:
— 3aKOHHOCTB;
— CHUCTEMHOCTb;
— KOMIUIEKCHOCTb;
— HETPEPHIBHOCTH;
— CBOEBPEMEHHOCTH;
— MIPEEMCTBEHHOCTh U HETIPEPHIBHOCTh COBEPILICHCTBOBAHMS,
— MepCOoHaIbHAasi OTBETCTBEHHOCTb;
— MUHUMU3ALKS TOJIHOMOYHIA;
— B3aUMO/ICHCTBUE U COTPYAHUYECTBO;
— TUOKOCTh CUCTEMBI 3aIIUTHI;
— OTKPBITOCTDH aJITOPUTMOB M MEXaHU3MOB 3aIIHTHI;
— MPOCTOTA MPUMEHEHHS CPE/ICTB 3AIUTHL;
— Hay4yHasi 000CHOBAHHOCTb U TEXHUUYECKasl Pealin3yeMOCTb;
— criequanu3alus 1 npodeccuoHainsm;
— 00513aTeNTbHOCTH KOHTPOJISI.

6.1 3akoHHOCTH

[Ipeamnonaraer ocymiecTBICHUE 3alIMTHBIX Meponpuatuii U paspadorky C3IIIu B
MBOY KCOIII Ne 19 B cOOTBETCTBUMU C JEHUCTBYIOIIUM 3aKOHOAATEIBCTBOM B 00JACTH
3amuThl UHPOpPMAIMM M JPYrUMU HOpMaTUBHBIMU akTamu 1o Wb, yTBepxnéHHbIMU
OpraHaMy TroCyJapCTBEHHOW BJIACTH B MpeAeiaX UX KOMIETEHIINH.

[Tonw3zoBatenu u obcayxuBarouuii nepcoHan MC momxHBI ObITH OCBEIOMIICHBI O
nopsjike padoThl C 3ammuinaeMord uHpopmaleil 1 00 OTBETCTBEHHOCTH 3a HapyllEHUE
0e30macHOCTH HHPOPMALIUH.

6.2 CucreMHOCTH

Cucremuniii mogxon k nocrpoeruto C3I1/Jx 8 MBOY KCOIII Ne 19 mpeanonaraer
y4E€T BCEX B3aWMOCBSI3aHHBIX, B3aUMOJECHCTBYIOIIMX W HU3MEHSIONIUXCS BO BpPEMEHU
AJIEMEHTOB, YCJIOBHM M (haKTOPOB, CYIIICCTBEHHO 3HAYMMBIX NIJIi TIOHUMAHUS U PEIICHHUS
pobiemsl ooecrieuenus Ub.

[Ipy co3maHuu CHUCTEMBI 3allMThI JOJKHBI YUUTHIBATHCS BCe ciabble W HamboJsiee
ysi3BuMble MecTa MC, a Takyke xapakTep, BO3MOXKHBbIE OOBEKThl M HAIpaBJCHUS aTaK Ha
CUCTEeMY CO  CTOpPOHbI  Hapymurened  (0COOEHHO  BBICOKOKBATM(UIIMPOBAHHBIX
3JIOYMBIIJICHHUKOB), MyTH MNPOHUKHOBEHUs B pacrpenenénubie cuctembl U HCJ k
undopmaruu. C3I1/IH 10mKHA CTPOUTHCS C YIETOM HE TOJIBKO BCEX M3BECTHBIX KAHAJIOB
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nponukHoBeHuss 1 HCJl x wuHpopManuu, HO M € YYETOM BO3MOXKHOCTH IMOSIBICHUS
MPUHILIMIIAATIBHO HOBBIX MMyTEH peaan3aliy yrpo3 6€30MacHOCTH.

6.3 KoMILIeKCHOCTH

KowmrekcHoe ncnonp3oBanne MeToaoB u cpeacts 3ammTel B MBOY KCOIII Ne 19
MPEANOIAraeT COIJIACOBAHHOE NPHUMEHEHHE Pa3HOPOJIHBIX CPEACTB IMPU NOCTPOEHUHU
nesnoctHor C3I1/IH, nepekppiBaoIieil Bce CyIIECTBEHHBIE (3HAUMMBbIE) KaHAJIbl pealn3aliu
yIpo3 U HE coJeprKallei caabbIX MECT Ha CThIKaX OT/AEIbHBIX €€ KOMIIOHEHTOB.

3amuTa JIOJKHA CTPOUTHCA DIIEJIOHHMPOBAHO. /J[ns Kaxkaoro KaHajla YTEUKH
UHpOpMALMU U I KaKIOW yrpo3bl 0€30IaCHOCTH JOJHKHO CYLIECTBOBATh HECKOJBKO
3alUTHBIX pyOexel. Co3maHue 3alIMTHBIX pPyOeked OCYHIECTBIAECTCA C y4€TOM TOrO,
qTOOBl JUISI WX TMPEOJIOJICHHS] MMOTEHUUAIbHOMY  3JOYMBIIUIEHHUKY TpeOOBaIuCh
PO ECCUOHATIbHBIE HABBIKM B HECKOJBKUX HEB3aUMOCBS3aHHBIX 00JACTSX.

Buemnss  3ammura  gomkHa — oOecrieywBaThCsl  (DU3MUECKUMMM  CPEICTBaMH,
OpraHU3allMOHHBIMU U MPAaBOBBIMU MepaMu. OJHUM K3 HamOoJiee YKPEIIEHHBIX pyOexen
NpU3BaHbl  OBITh  CPEACTBA  KPUNTOrpaUuUecCKOW  3alllUThl, pEaTu30BaHHBIE C
ucrnonb3zoBaHueM TexHojorun VPN. IlpuknagHoll ypoBeHb 3alllUThl, YYWUTHIBAIOIIANA
0COOEHHOCTH MPEAMETHOMN 001aCTH, MPEACTABISIET BHYTPEHHUN PyOeK 3aIUTHI.

6.4 HenpepbIBHOCTH 3a1IUTHI HHpOPMALMHT

3amura WHGOPMALIUA — HE Pa30BOE MEPOMNPUITHE M HEMPOCTas COBOKYITHOCTh
NPOBEAEHHBIX MEPONPUSATUA UM YCTAHOBJEHHBIX CPEACTB 3alllUThl, a HENPEPHIBHBIN
L€JICHAIIPABIICHHBIN MPOLIEeCC, MPEANOIaratolnii MPUHITUE COOTBETCTBYIOIIUX MEp Ha BCEX
sTanax xu3HeHHoro nukia UC.

NC nomxHa HAXOAUTHCA B 3aIUIIEHHOM COCTOSIHUM Ha MPOTSKEHUU BCETO BPEMEHU
GYHKIIMOHUPOBaHUSA. B COOTBETCTBUU C 3TUM MPUHIIUAIIOM JOJKHBI IPUHUMATHCS MEPHI 110
HenonyieHuto nepexoaa MC BHE 3alMIIIEHHOE COCTOSIHUE.

BonbmMHCTBY (DU3MYECKMX M TEXHUYECKUX CPEACTB 3alUThl Il 3(PPEKTUBHOIO
BBITIOJIHEHUS CBOMX (DYHKITMIT HE0OXOJMMa MOCTOSHHAS TEXHUYECKas U OpTaHU3alMOHHAas
(amMuHHCTpaTHBHAS) TOAJEPKKa (CBOCBPEMEHHAsi CMEHa M 00€CIeueHUe MPaBHIBHOTO
XpaHCHHs] W TIpUMEHEHUs WMEH, Mapoyiel, Kio4ed MmubpoBaHUs, MEPEONpeeICHNe
MmoJITHOMOYHM ® T.1.). IlepepriBel B paboTe CPEJCTB 3alIUTHI MOTYT OBITh MCIOJb30BaHbBI
3JIOYMBIIUICHHUKAMU JJIsI aHaJIu3a MPUMEHSEMBIX METOJOB M CPEJACTB 3allUTHI, IS
BHEJIPEHUsI CTEIUAIbHBIX MPOTrPAMMHBIX M amllapaTHBIX «3aKIafoK» M JIPYTUX CPEICTB
MIPEOJIOJICHUS CUCTEMBI 3aIlIUTHI TTOCJIE BOCCTAHOBJIEHUS €€ (yHKIIMOHUPOBAHUS.

6.5 CBoeBpeMEHHOCTH

[Ipennmonaraer  ynpexaalIMil  XapakTep  MepooOecreueHuss  0€30MacHOCTH
uH(popMaIK, TO €CTh MOCTAHOBKY 3ajay Mo KoMiuiekcHoH 3amure MC u peanuzanuro
MepobecniedeHrs 0€30macHOCTH HH(POpMaIMK Ha paHHUX cTaausXx pa3padotku MC B nienom
u C3IIJIH B 4aCTHOCTH.
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Pazpaborka C3II[IH mo/mKHa BeCcTHMCh MapajliebHO ¢ pa3pabOTKOM M pa3BUTHEM
camoii MC. DT0 mMo3BOJUT y4yecTb TpeOOBaHHS OE€30MaCHOCTH MPU MPOESKTUPOBAHUU
apXUTEKTYphl M, B KOHEYHOM cuéTe, co3nmaTh Oojee 3¢ ¢dekTuBHbIE (KaK IO 3arpaTam
PECypcoB, TakK U MO CTOMKOCTH) 3alIUIIEHHBIE CUCTEMBI.

6.6 HpeeMCTBeHHOCTL H COBEPIICHCTBOBaAHUE

[IpeanonaratoT TOCTOSHHOE COBEPIICHCTBOBAHUE MEpP M CPEICTB  3alIUThI
nH(OpMAITMK Ha OCHOBE TMPEEMCTBEHHOCTH OPTaHMU3AIMOHHBIX M TEXHUYECKUX PEIICHUH,
KaapoBOro cocraBa, aHanu3a ¢yaknuonupoanus MC u C3I1/Ia ¢ yuérom m3MeHEHMIA B
METOJaX M CpeACTBax IepexBaTa MHQPOpMAIMHA, HOPMATHUBHBIX TPEOOBAHHM IO 3aIIWTE,
JOCTUTHYTOT'O OTEYECTBEHHOTO U 3apy0eHOTO OIbITa B ATOM 00JIACTH.

6.7 IlepcoHajibHAsi OTBETCTBEHHOCThH

[Tpenmonaraer BO3JI0KEHHE OTBETCTBEHHOCTH 3a oOecnedyeHne O0e30nacHOCTH
uH(bOpMaIIUU U CUCTEMBbl X 00paboTku Ha Kaxaoro corpyaauka MbOY KCOII Nel9 B
npenenax ero MnojJHOMOYMd. B COOTBETCTBUM € 3THM NPHHLMIIOM PACIPEIECICHUE NpaB U
o0sa3anHocTel corpynHukoB MBOY KCOHI Nel9 crpoutcst Takum 00pa3om, 4TOOBI B
ciy4ae Jito00ro MpOTHUBOIIPABHOIO JAEHCTBUSA KPYT HapylIuTene Obul YETKO U3BECTEH WIIU
CBEJIEH K MUHUMYMY.

6.8 IIpuHIUN MUHUMH3AIUMA TOJTHOMOYHIA

Oznavaer mnpenocraBieHue noJp3oBareasiM MC MUHHMManbHBIX NpaB AOCTyna B
COOTBETCTBUHM C IPOU3BOJICTBEHHOM HEOOXOJMMOCTHIO Ha OCHOBE MPHUHIIMIA «BCE, YTO
HEpa3peIICHO, 3alpPELIEHO».

Joctyn kK uHpOpMAaLMK TOJKEH MPEIOCTABIATHCSA TOIBKO B TOM Cilydae U 00bEMeE, B
KOTOpeIX HeoOxoaumo coTpyanuky MBOY  KCOHII Ne 19  nnga  BbITIOJTHEHUS
€ro JOJKHOCTHBIX O0S3aHHOCTEH.

6.9 B3aumojeiicTBHe H COTPYAHUYECTBO

[Ipeamonaraer  co3manue  OmarompusiTHOW  atMochepsl B KOJJICKTHBAaX
noapazaeneauii MBOY KCOIII Ne 19, o6ecneunBarommx gesrenpHocth WC, mis
CHIKEHHSI BEPOSITHOCTM BO3HUKHOBEHHSI HETAaTHUBHBIX JICUCTBUM, CBA3AHHBIX C
YeJI0BEYECKUM (haKTOPOM.

B Takoit o6ctanoBke corpyaHuku MBOY KCOII Ne 19 nomkHBI OCO3HAHHO
coOyifoaTh  yCTAaHOBJIEHHBIE TIpaBWJIa W  OKa3blBaThb COJCUCTBUE  JEATEIHLHOCTU
nojApa3eieHuN TEXHUYECKOU 3aluThl HH()OPMAIIUH.

6.10 I'mbokocTh cucTeMbl 3a1MTHI HHpOPMaIIUH

[Tpunsiteie mMepbl U ycraHoBieHHble C3M, ocoOeHHO B HauyaJdbHBIA MEPHUOA HX
AKCIUTyaTallii, MOTYT OO€CleuMBaTh KaK YpE3MEpHBIM, TaKk U HEIOCTATOYHBIN YPOBEHb
3amuThl. 11 obecrieyeHus BO3MOKHOCTH BapbUpOBaHMs YpoBHEM 3amuuuieHHoctd C3U
JOJDKHBI 00/1a/1aTh onpenenéHHON THOKOCThI0. OCOOEHHO BayKHBIM 3TO CBOMCTBO SIBJISETCS
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B TeX ciyyasx, korjga ycraHoBky C3M HeoOXoAuMMoO OCYIIECTBIATH Ha pPabOTAIOLIyIO
CUCTEMY, HE HapyIas rnporecca €€ HOpMaIbHOTO (PYHKITMOHUPOBAHUS.

6.11 OTKpLITOCTl) AJITOPUTMOB 1 MEXaHU3MOB 3allIMThI

CyTb npUHIMIA OTKPBITOCTH AITOPUTMOB U MexaHu3MoB C3IIJH cocTouT B TOM, 4TO
3allliTa HE JOJDKHA O0O0€CcreurnBaThCsl TOJIBKO 32 CYET CEKPETHOCTH CTPYKTYpHOH
OpraHM3all U aJrOpUTMOB (YHKUIMOHMPOBAHUS €€ MOACUCTEM. 3HAHHME aJTOPUTMOB
pabotet C3II/[H He JOMKHO JaBaTh BO3MOXKHOCTH €€ TNpeojoJIeHus  (Jaxe
aBTopaM).OnHako 53T0 He o3Havaer, 4uro wuHpopmauus o C3IIJJlH npomkHa OBITH
00111e10CTyITHA.

6.12 IlpocTroTa npuMeHeHHs CPeCTB 3aLUTHI

Mexanuzmbl padbotel C3II/IH 1OMKHBI OBITh MHTYWTHBHO MOHATHBI U MPOCTHI B
ucnons3oBanuu. [Ipumenenne C3U1 He MOKHO OBITH CBSI3aHO CO 3HAHUEM CIEIMATbHBIX
A3BIKOB WJIM C BBINOJIHEHHUEM JIEHCTBUHM, TPEeOYIOIIMX 3HAUUTENbHBIX JOMNOJHUTEIBHBIX
TpyAo3aTpaT MpU OOBIMHOW pPadOTE 3aperuCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSAIKOM
[I0JIb30BATEINIEH, a TAKXKE HE JI0JKHO TPEOOBATh OT MOJIb30BATENS BBIIIOJIHEHHS] PyTUHHBIX U
MAaJIONOHATHBIX €My ONepaluii (BBOJI HECKOJIBKHX MapoJiei U UMEHU T.J1.).

JlolokHa ~ mocThraThCs  aBTOMATH3alMs  MAKCHMaJIbHOTO — 4YHMCHa  JIEWCTBUU
noJib3oBaTesie u agmuuauctpatopos HC.

6.13 HayuHasi 000CHOBAHHOCTb U TEXHHYECKAS PeaTu3yeMOCTh

NupopMalinoHHbIE TEXHOJIOTUH, TEXHUYECKUE U TPOTPaMMHBIE CPEACTBA, CPEICTBA U
Mepbl 3amuThl uHGopManmu B C3IIJIH m0MKHBI OBITH peaau30BaHbl HA COBPEMEHHOM
YPOBHE pa3BUTUS HAYKH U TEXHHUKH, HAy4YHO OOOCHOBAHBI C TOYKHU 3PEHUS JOCTHUKEHUS
3aJJaHHOTO YPOBHsI 0€30MaCHOCTH UH(POPMALIMH T0JKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM
HOpMaM U TPeOOBAHMIM IO 0€30MaCHOCTH HH(POPMAIIHUH.

C3IIAH nomxHa OBITH OpPUEHTHPOBAHA HA PEIICHHS, BO3MOXHBIE PUCKH IS
KOTOPBIX W MEPBI POTUBOJAEHUCTBUS 3TUM PUCKAM MPOLUIN BCECTOPOHHIOK TEOPETUYECKYIO
Y IIPAKTUYECKYIO IPOBEPKY.

6.14 Crneumnanau3anusi ¥ NpopeccuoHaTU3M

[Ipeamonaraer mpuBiIeUCHHE K pa3pabOTKE CPEJCTB M pead3alliid Mep 3allluThl
uHpOpPMAITUK  CIICIIMAIM3UPOBAHHBIX ~ OpraHW3alWid, HauboJee TMOATOTOBJICHHBIX K
KOHKPETHOMY BHUJY JESITEIBHOCTH TO OO0ecrneueHu0 Oe30MacHOCTH HHGOpPMAaIUH,
MUMEIOIINX OIBIT MIPAKTUYCCKON PabOThI M TOCYIaPCTBEHHYIO JIMIICH3UIO Ha TIPaBO OKa3aHUs
yCIIyT B 3TOM o0iacTu. Peanu3arus amMuHUCTpaTUBHBIX Mep U dkcrutyaTarus C3U nomkna
OCYIIECTBIISATHCS MPOPECCHOHATBHO TTOITOTOBIEHHBIMH CIEITUATICTAMH.

6.15 O0s13aTeILHOCTH KOHTPOJIA

HpezmonaraeT 0053aTEeNILHOCTL | CBOCBPCMCHHOCTL BLIABJIICHUA W IIPECCUCHUSA
INONBITOK HApYHICHHA YCTAHOBJICHHBLIX IIpaBHJI oOecnieueHnss 0€30IMaCHOCTH I/IH(bOpMaHI/II/I
Ha OCHOBC HCIIOJIB3YCMbIX CUCTEM U C3HU IIpru COBCPIICHCTBOBAHUU KPUTEPHUCB U METOJOB
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o1IeHKHU () (PEKTUBHOCTHU ITHX CUCTEM U CPEJICTB.
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KoHTpons Ham JOeSITENBHOCTBIO JIFOOOTO Mojb3oBaTens, Kaxaoro C3U wu
B OTHOIIICHUH JIFOOOTO 00BEKTa 3aIIUThl JOJKEH OCYIIECTBIISATHCS HAa OCHOBE MPUMEHEHHUSI
CPEACTB OMNEPATUBHOIO KOHTPOJSA W PETUCTpallid U JIOJKEH OXBaThIBaTh Kak
HECAHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHbIC JICHCTBUS M1OJIh30BaTENCH.
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/. Mepbl, METOIBI U CPeACTBA O0ecriedeHusi TPedyeMoro ypoBHA
3aLUIIEHHOCTH

Obecnieuenne Tpebyemoro ypoBHsA 3amuinéHHOCTH MC HOMKHO OCTUTraThCsS C
UCIIOJIb30BAaHUEM MeEp, METOJOB M CpeacTB Oe3zomacHocTH. Bce Mepbl obecrieueHus
6e3onacHoctu IC nmonpasnensitorcs Ha:

— 3aKOHO/IaTeJIbHbIE (MIPAaBOBbIC);

— MOPaJIbHO-3TUYECKHUE;

— OpraHu3alMoOHHbIEC (aIMUHUCTPATUBHBIC);

— (u3HIecKue;

— TEXHUYECKHUE (almapaTHbie U MPOTPAMMHBIE).

7.1 3akoHoaaTelbHbIE (IPAaBOBbIE) MePbI 3alIIUTHI

K mpaBoBBIM Mepam 3alIuThl OTHOCSATCS JEUCTBYIOIIUME B CTPaHE 3aKOHBI, YKa3bl U
HOPMATUBHBIE aKThl, PETJAMEHTHUPYIOIIHME TMpaBwia oOpaiieHuss ¢ uHOpMaLUeH,
3aKpeIUIIONIME TpaBa W OO0S3aHHOCTH YYACTHUKOB HH(POPMAIMOHHBIX OTHONIICHUW B
npoliiecce ux 0O0pabOTKH U UCIOJIB30BAHUS, a TaK K€ YCTAHABIMBAIOIINE OTBETCTBEHHOCTh
3a HAPYILICHUS 3TUX IPAaBUJI, MPEMSATCTBYSI TEM CAMBIM HEMPABOMEPHOMY HCIOJIB30BAHHIO
uHbopMaIlU W SBJSIONIMECS  CACpKUBAIOMUM  (AKTOPOM  JIJIsi  TTOTEHIIMAJIbHBIX
HapyLIUTEIIEH.

[IpaBoBBIE MepHl 3aIIUTHI HOCAT B OCHOBHOM YIIPEXKIAIOMINM, MPOdUIaKTUUSCKHIMA
XapakTep W TpeOyIOT TMOCTOSHHOW pa3bsICHUTENIbHOW paboThl C TOJIb30BATEIsAMH MU
00CTy>KUBAIOUIUM NIEPCOHATIOM CHCTEMBI.

7.2 MopaabHO-3THYECKHE MEPbI 3a1IHUThI

K MopanpHO-3THUYECKMM MepaM OTHOCSTCSI HOPMBI TOBEIEHHUS, KOTOpbIE
TPaJULIMOHHO CJIOKWJIMCh WM CKJIAJBIBAIOTCS MO Mepe pacnpocTpaneHuss OBM B ctpane
Wi oO0IecTBe. DTH HOPMBI OOJIBIICH YacThi0 HE SBISIOTCA 00s3aTeIbHBIMH, Kak
3aKOHOJATENIbHO YTBEP)KIEHHBIE HOPMATHBHBIE aKThl, OJHAKO, MX HECOOJIOJIEHUE BEIET
OOBIYHO K MAaJICHUIO aBTOPUTETA, MPECTHUXKa YeJOBEKa, TPYNIbl JHIl WM OpraHu3aluu.
MopanbHO-3THYECKME HOPMbI OBIBAIOT KaK HEMUCaHble (HarpuMmep, OoOIenpU3HAHHbBIE
HOPMbBI YE€CTHOCTH, NATPUOTH3Ma W T.M.), TaK U MHCAHbIE, TO €CTb O(OpPMIICHHBIC B
HEKOTOPbIN CBOJ (yCTaB) MPAaBUII UM TIPEANUCAHUM.

MopanbHO-3THUYECKHE MEpPBI 3aIIMUTHl SBIAIOTCS MNPOPUIAKTUYECKUMHU U TPeOyrOT
MOCTOSTHHOM paOOThI MO CO3/IAHUIO 3I0POBOTO MOPAJIBHOTO KJIMMaTa B KojuiekTuee MbOY
KCOII Ne 19. MopanbHO-3TUYECKHE MEPHl  3alIUThl CHHXKAIOT  BEPOSITHOCTD
BO3HUKHOBEHUS] HETaTUBHBIX JCHCTBHI, CBA3aHHBIX C YEJIIOBEYECKHM (PAKTOPOM.

7.3 OpranuzanmoHHble (AAMUHUCTPATHUBHBIE) MePbI 3AIUTHI

OpraHu3aiMoHHble  (aAMHUHUCTPATUBHBIE)  MEPbl  3alUTBI — 3TO  MEPHI
OpPraHMU3aIMOHHOTO XapakTepa, periiaMeHTHpyomue mnporeccsl GpyHkunonupoBanus UC,
ucnoiab3oBanue pecypcos UC, nearenbHocth corpyaaukoB MBOY K COII Ne 19 u
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CTOPOHHUX OpraHM3alui, a TaKXKe MOPSAIOK B3auMojeucTBus mnoJib3oBatenein ¢ UC Takum
oOpa3oM, 4yTOObl B HauOOJbILIEH CTENEHH 3aTPYJHUTh WM HCKIIOYUTH BO3MOMXHOCTb
peanuzanuu yrpo3 Vb unu cHU3UTE pa3mMep MOTeph B Cllydae UX pealn3allii.

[maBHass 1enp AaIMUHUCTPATUBHBIX MeEp, MPEANPUHUMAECMBIX Ha  BBICHIEM
yIpaBlIeHYeCKOM ypoBHe — chopmupoBarh [loauTuky uHGOpMAIMOHHONW O€30MacHOCTH
NC, orpaxaroilyro MOAXoJsl K 3ammTe WHpOpManuu, U obOecneduTh €€ BBINOIHEHHE,
BBIJICJISISI HEOOXOUMBIE PECYPChl U KOHTPOJIUPYSL COCTOSIHUE JIETI.

Peanuzauus [lomutuku unpopmanuonHoit 6ezonmacHoct B MC coctouT u3z mep
aJIMMHHUCTPATUBHOTO YPOBHS M OPTaHM3AIMOHHBIX (MPOLEAYPHBIX) MEp 3allIUTHI
uH(bOpMaInu.

K agMuHHCTpaTUBHOMY YPOBHIO OTHOCSITCSI PEIICHUSI PyKOBOJICTBA, 3aTparuBaroIiye
nestenbHocTh MIC B memom. DT pemieHus 3akperuisitoress B [lonutrke MHPOpMaMOHHOM
6e3onacHocTH. [IpMepoM Takux peleHuil MOTyT ObITh:

— MPUHIATHE PeleHUsI 0 POPMUPOBAHUU WUITH MEPECMOTPE KOMIUIEKCHON MPOTPamMMbl
obecrieueHusi 0e30mMacHOCTH UWH(OpMAIMKM, ONpPENEICHUE OTBETCTBEHHBIX 3a €&
pealn3aluio;

— (hopmynupoBaHUe LieJ€il, MOCTaHOBKA 3ajad, OIpeAeTCHUE HampaBJICHUN
nestensHoctt MBOY KCOI Ne 19 B o6mact 6e3onacHocTH HHGOpMAIUH;

— MPUHIATHE PEIICHUH TI0 BOMIPOCAM pean3allii MporpaMMbl O€30aCHOCTH;

— o0ecreueHre HOpMaTUBHOM (ITPaBOBOI) 0a3bl BOMPOCOB OE30MACHOCTH U T.II.

[TomuTka BepxXHEro YpPOBHA JODKHA UETKO OYEPTUTh cQepy BIUSHUA W
OTpaHWYEHUS TPU OTpECNICHUH Iiesiell 0€30MacHOCTH UH(POPMAIUH, ONPEIEITUTh, KaKUMH
pecypcamu (MaTepuaibHbIe, TIEPCOHAN) OHU OyayT ITOCTHUTHYTBHI, M HAWTH pa3yMHBIN
KOMIIPOMHUCC MEXYy MPUEMIIEMBIM YPOBHEM 0€30MacHOCTH U pyHKIMOHAIBbHOCTHIO VC.

Ha opraHu3aliMOHHOM ypOBHE OIpEAENsIOTCS MPOUEAYphl U MpaBUiia JOCTUKECHHUS
uenel u pemenust 3aaad Ilonmutuku MHPOpMaUMOHHOW O€30MacHOCTH HMH(pOpMalUUU B
MBOY KCOII Ne19.91u mpaBuiia OnpeaesroT:

— KakoBa 00JIaCTh MPUMEHEHHS TTOJUTHUKN 0€30MMacHOCTH UH()OPMALINH;

— KAKOBBI POJIM U 00S13aHHOCTH JOJKHOCTHBIX JIUL], OTBEUAIOIINX 32 POBEACHHE
TOJTIUTUKHU 0€30MacHOCTH WH(OPMAIINH, a TaK K€ UX OTBETCTBEHHOCTH;

— KTO UMEET IMpaBa J0CTyMa K nH(OpMaInu;

— KaKUMHU MEepaMH U CpeACTBaMH 00eCTIeYnBaETCs 3aluTa HH(HOpMaIInH;

— KAaKUMH MEpaMU U CpeACTBaMH 00eCIeYMBAeTCs] KOHTPOJIb COOIIOACHUS
BBEJIEHHOTO peXrMa 0€30MMacHOCTH.

OpraHu3almoHHbIE MEPbI JOJIKHBI:

— [peaycMaTpuBaTh PErJIAMEHT HH(POPMAIIMOHHBIX OTHOIICHUH, MCKIIIOYAOIINX
BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JIEUCTBUI B OTHOIIEHUH OOBEKTOB 3aIlIUTHI;

— ONpENeNATh  KOAIMIIMOHHBIE W HMEPApXUYECKUE TMPUHUUIBI W METOAbI
pasrpaHUYeHust 10CTyna K HHGOpMALIHH;
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— OMPENEIATh MOPSAOK pabOThl ¢ MPOTPAMMHO-MAaTEMATUYECKUMH M TEXHHUYECKIMHU
(anmapaTHbI€) CpeACTBAMM 3AIIUTHl U KPUNTO3AIIUTHI U JIPYTUX 3aUIUTHBIX MEXaHU3MOB
C3I1dn;

— opranu3oBaTh Mepsl npotuBozeiicTBus HCJI k mudopmaruu monp30BaTeIsIMU Ha
sTanax WACHTU(UKALMK, ayTeHTU(PHUKAIUKA U aBTOpU3AIMU, 00ECICUUBAIONINX TapaHTUU
peanu3aluu npaB U OTBETCTBEHHOCTH CYOBEKTOB MH(POPMAITMOHHBIX OTHOLIECHUH.

OpranuzalMoHHbIE MEPBI TOJKHBI COCTOSITh H3:

— pernamenTa noctyna B noMmemennss MBOY KCOII Nel9;

— MOPAZIOK JI0ITycKa coTpyAHUKOB K UC;

— pernameHTa mpoueccoB BeaeHus bJ[ u  ocymecTBieHus Moaudukanuu
MH(GOPMALIMOHHBIX PECYPCOB;

— periiaMeHTa MpPOIECCOB OOCIY)XKMBAaHUS ¢  OCYIICCTBICHHUS MOAU(PUKALUU
arnrapaTHbIX U nporpaMMHbIX pecypcoB UC;

— uHcTpykuuid  none3oBatened MC  (agpmunmctparopa HWC, aaMuHHCcTparopa
oezonacHoctu YC, onepatopos UC);

— UHCTPYKUHUH MOJIB30BATENS TP BOSHUKHOBEHUU HEIITATHBIX CUTYAIUH.

7.4 ®uznyeckue Mepbl 3aIUTHI

PuU3NYECKNE MEPHI 3aIUTH OCHOBAHBI HA TPUMEHEHUH PA3HOTO POJIA MEXAHUYECKUX,
3JIEKTPO- WJM JJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB M COOPYKEHUM, CIEIUAIBHO
NpeIHa3HAYCHHBIX I CO3JaHus (DU3MYECKUX TPEMSITCTBUH HAa BO3MOXKHBIX ITYTAX
IIPOHUKHOBEHUS WU JOCTYyIla MOTCHIMAJIBbHBIX HAPYLIMUTEIEH K KOMIIOHEHTaM CHUCTEMBI U
3amuiaeMoil “HGOpMaIMK, a TaKKe TEXHUYECKUX CPEJCTB BU3YaJbHOTO HAOIIOICHMS,
CBSI3U M OXPAHHOM CUTHAIM3AIUY.

duznueckas 3anuTa 3JaHUN, MTOMEIICHUH, 00BEKTOB U CPEACTB MH(MOpMaATH3AIUN
JNOJDKHA OCYLIECTBJIATHCA MYTEM YCTAHOBJICHHS COOTBETCTBYIOIIMX IIOCTOB OXpPaHBI, C
MOMOIIBI0  TEXHUYECKHX CPEACTB OXpaHbl WM JIIOOBIMH JPYTUMH  CIIOCOOaMH,
PEAOTBPALIAIOMIMMY WJIM CYLIECTBEHHO 3aTPyAHSIOIIMMHU MPOHUKHOBEHUE B 3/IaHUE,
MOMEIIEHUs] TIOCTOPOHHUX JIMII, XUIlEHHEe UH(GOPMAIMOHHBIX HOCHUTENEH, CaMUX CPENICTB
nH(popMaTU3aluK, UCKITIOYAIOIIUMU HAX0KJICHUE BHYTPU KOHTPOJIUPYEMOH (OXpaHsIeMOil)
30HBI TEXHUUYECKUX CPEJICTB PA3BEIKHU.

7.5 AnmapaTtHo-mporpaMMHbIe CPeICTBa 3aIUTHI MH(OpMATUN

Texauyeckue (ammapaTHO-IIPOTPaMMHBIC) MEPhI 3aIIUTHI HHOOPMAIIMK OCHOBAHBI HA
WCTOJB30BAaHUU PA3JIMYHBIX JJIEKTPOHHBIX YCTPOMCTB U CHEHHUAIBHBIX MPOrPaAMM,
BxoAsumx B coctaB C U BBIMOMHAIOMMX (CAMOCTOSATENIBHO WM B KOMIUIEKCE C JIPYTUMU
cpeacTBamMu) (YHKIIUU 3alIUThl (MASHTU(PUKAIMIO UM ayTEHTU(UKAIUIO TOJIh30BaTEIICH,
pasrpaHUyYCHHE JOCTYIa K pecypcam, PerucTpaiuio coObITHM, obecriedeHne 1eI0CTHOCTU
UT.J.).
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C yuérom Bcex TpeOOBaHUI M MPUHIIMIIOB oOecrieyeHus: 0€30MacHOCTH H(pOpMaIuu
B MC mno Bcem HampaieHusiM 3amutbl B coctaB C3II[I[H Moryt ObITb BKJIIOYEHBI
CJIEIYIOLIUE CPENICTBA:

— CpenctBa uneHTuuKanuu (0OmMo3HaBaHUA) U ayTCHTH(PUKANA (TTOATBEPKICHUS
MOJIJTMHHOCTH ) TOJIh30BaTENCH;

— Cpe[ICTBAa pa3rpaHUYEHUs JOCTyIa 3apEeTrUCTPUPOBAHHBIX IMOJIb30OBATENECH K
pecypcam;

—cpenctBa  obecniedeHUssT U KOHTPOJA — LEJIOCTHOCTH — MPOTPAMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

— CpeCTBa OTMEPATUBHOTO KOHTPOJISI K PETHCTPAIUU COOBITHI OE30TIaCHOCTH;

— cpeicTBa OOHAPYKEHMSI U PEIOTBPAILICHUS BTOPKEHUIA;

— CpEJICTBA aHAJIU3 3AIUIIEHHOCTH;

— CpEeJlICTBA MEXCETEBOr0 HIKPAHUPOBAHMS;

— AHTUBUPYCHBIE CPEACTBA;

- CK3M1.

VYcnemHoe MpUuMEHEHUE TEXHUYECKUX CPEJICTB 3alllMThl HA OCHOBAaHUW MPHUHIIUIIOB
IpeanoiaraeT, 4YTo BbBIIOJIHEHUE TIEPEUUCICHHBIX HWKE TpeOoBaHUN 00ECIeYeHO
OpraHU3alMOHHBIMU  (aAMUHUCTPATUBHBIMM) MEpPaMU HCIOJIb3YEMbIMU  (DU3UYECKUMU
CpPEeACTBAMM 3aILUTHI:

— obecrieueHa pu3nvecKas eJ0CTHOCTh BceX KoMroHeHT 1C;

— KaXIplil coTpyaHUK (monb3oBarens KMC) wim rpynmna nojap30BaTeled HUMEET
YHUKAJIbHOE CUCTEMHOE MMS U MHUHUMAIBHO HEOOXOIUMBIC /Ui BBIMOJHEHUS UM CBOMX
(GYHKIIMOHATBHBIX 00513aHHOCTEHN MOJTHOMOYHUSI IO IOCTYIY K PECYpCaM CUCTEMBI;

— B UC pazpaboTka U OTjIaJKa MporpaMm ocyiuecTBisieTcs 3a npeaenamu MC, Ha
HCTIBITATEJIbHBIX CTEH/IAX;

— BCE HU3MEHEHHUS KOH(PUTypalluul TEXHUYECKUX U mporpaMmMmHubix cpencts MC
MIPOU3BOJISITCSL CTPOTO B YCTAHOBJICHHOM MOPSJIKE (PETUCTPUPYIOTCS U KOHTPOIUPYIOTCS)
TOJIbKO Ha OCHOBAHHUH PACTIOPSKEHUN PYKOBOJICTBA;

— ceTeBoe 00opyaoBaHue (KOHIIEHTPATOPBI, KOMMYTATOPhI, MAPIIPYTU3ATOPHI H T.II.)
pacrojaraeTcsi B MecTax, He JOCTYHHBIX ISl OCTOPOHHUX (CHENHATbHBIX MOMENIEHUSX,
mkadax, v T.I.).

— cnenpanuctamu 1o Wb ocymiecTBiseTcss  HEMPEPHIBHOE — YNpPaBJICHUE W
aIMUHUCTPATUBHAS TOIEPKKA (YHKIIMOHUPOBAHUS CPEJICTB 3aAIUTHI.
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8. Koutpoas 3¢ppextuBHocTi cucremsl 3amutbl UC

Kontpoas sdpdexktuBnoctu C3IIJIH momKeH OCYIIECTBISATHCS Ha MEPHOIUYECKOM
ocHoBe. llenmpro KoHTpoOJisE 3(PGEKTUBHOCTH SBISETCS CBOCBPEMEHHOE BBISBIICHHC
HEHAJICKAIUX PEKUMOB pPaOOTHl CUCTEMBl 3alIUTHl (OTKIIOYEHHE CPEJCTB 3alUTHI,
HapylIeHUE PEKUMOB 3alUTHI, HECAHKIIMOHUPOBAHHOE H3MEHEHUE PEKHMa 3allUThl U
T.II.), @ TaK € MPOTHO3UPOBAHUE U NPEBEHTHUBHOE pPEarMpoOBAHUE HA HOBBIE YIPO3bI
0e3omacHocTh HHGOPMAITUH.

Kontpoas C3IIJIH MOXXET MPOBOJUTHCS Kak aJMHHHCTpaTopoM Oe3omacHocTu WC
(omepaTUBHBIN KOHTPOJIb B IIporiecce nHbopMalimonHoro B3anMoeiicteus B MC), a Takxe
OCTIK Poccun u @Cb Poccuu B nipeieniax ux KOMIIETCHIUH.

KoHTponas MoOXeT ocCylecTBIsATbCS aaMUHHUCTpatopoM Oe3zomacHoctd MC kak ¢
noMombo mratHeix cpeacts C3II/IH, Tak ¥ ¢ MOMOIIBIO CIENUAIBHBIX MPOrPAMMHBIX
CPEACTB KOHTPOJIS.

Onenka 3((GEKTUBHOCTH MEP 3aIUThl HHPOPMAITUU MPOBOJUTCS C UCIIOIb30BaHUEM
TEeXHUYECKMX W MPOTPAaMMHBIX CPEACTB KOHTPOJS Ha TMPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.
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9. Cdepbl 0TBETCTBEHHOCTH 32 0€30NMMACHOCTH MH(OPMALIUH

OTBETCTBEHHBIM 32 Pa3pabOTKy MEp M KOHTPOJb HaJl oOecrieueHreM 0e30MacHOCTU
uHpopmanuu sasisgercs gupektop MBOY KCOII Ne 19 (manee—PykoBoautens).
PykoBonuTenb MOXKET J€IeTupOBaTh YacTh MOJHOMOYHUHN MO 00ECIeYeHUIO 0€30MacHOCTH
uH(bOpMaInu.

Cdepa orBercTBeHHOCTH PyKoBOmWTENSI BKIIOYAET CIEAYIONIME HaIpaBJICHUS
obecrnieueHust 6€30MacHOCTH HH(OPMAIIUH:

— IJTAHUPOBAHUE U pealTU3allvs Mep 10 00ECTICUeHUI0 0€30TTaCHOCTH HH(POPMAIIHH;

— aHaJu3 yrpo3 0e30MmacHOCTH HH(popMarmm;

— pa3paboTKy, BHEApPEHWE, KOHTPOJIb HCIIOIHEHHUS W TMOJJCPKAaHUE B aKTyaIbHOM
COCTOSIHUM TIOJIUTUK, PYKOBOJICTB, KOHIENIUN, MPOIEAYP, PETJIaMEHTOB, MHCTPYKUIUNA U
APYTUX OPraHU3allMOHHBIX JOKYMEHTOB IO OOecledeHHI0 0e30MacHOCTH MH(OpMaluu B
MBOY KCOHLI Ne19;

— KOHTPOJIb 3aIIUIIEHHOCTH NHGOPMAIIMOHHON HHAPACTPYKTYpHI OT yrpo3 Ub;

— oOyuenue u wuHbopMupoBanue mnoib3oBateneii MC o mnopsake paboThl ¢
TEXHUYECKUMU CPEICTBAMU;

— MPEJOTBpAIllEHNE, BBISIBJICHUE, pEarupoBaHUE U pacclieJOBaHUE HAPYIICHUN
0e30macHOCTH HHPOPMALIUH.

[Ipu B3auMONIEWCTBHMM CO CTOPOHHUMH OpTaHM3allMsSIMU B CiIydasX, KoOrja
COTPYIHUKAM ITHX OpraHU3alUil MPEeIOCTaBISETCS AOCTYN K O0OBEKTaM 3allUThl, C dTUMHU
OpTraHM3aIHsIMH TOJDKHO OBITH 3aKitoueHo «Cornamenne 0 KOH(PpHUIEHITUATBHOCTI JTH00
«Cornammenue o coOMOICHUHM pexuMa 0e30MacHOCTU HMH(OpPMAIMU TPH BBIMOJTHEHUU
padoT».
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10. Moaeab HapyIIUTE/Is 0€30MaCHOCTH

Ilox HapymmTeneM MOHUMAETCS JTUL0, KOTOPOE B PE3YJIBTATE YMBIIUICHHBIX WU
HEYMBIIICHHBIX JICUCTBUN MOKET HaHECTH ymepO 0ObeKTaM 3allUThl.

Hapymurenu mnoapasznensitorcss no npu3Haky mnpuHaiexxkHocty k  HC. Bcee
HApYyILIUTENH JEIISITCSA HA JBE TPYIIIIbIL:

— BHEIITHUE HAPYIUTENU—(pU3NYECKUE JINIIa, HE UMEIOIIME TIpaBa MpeObIBaHUS Ha
tepputopun K3, B mpenenax kotopoii pazmeriaerca odopyaosanue UC;

— BHYTPEHHUE HapyIIUTEIN—()U3NUECKHE JIULA, UMEIOIUE TPAaBO NPeObIBaHUS Ha
tepputopuu K3, B mpenenax kotopoi pazmemniaercs obopynosanue VC.
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11. Moaeans yrpo3 0€301acHOCTH

Jnss VIC BBIAENSIOTCS CHEAYIOIIME OCHOBHBIE KAaTErOpUHM YIrpo3 O0e30macHOCTH
uH(pOpMaLUu:

— YTPO3bI OT YTEUKH 110 TEXHUYECKUM KaHaJIaM;

— yIrpo3bl HECAaHKIIMOHUPOBAHHOTO JJOCTYMa K MHPOPMAIIHH:

0 yrpo3bl YHUUYTOXKEHHUSA, XUIIeHUs amnmapartHbix cpeacts WC, Hocureneit
uH(pOopMalu myTeM (GU3HIECKOTO A0CTyMa K anementam UC;

0 yrpo3bl XUIIEHNS, HECAHKIIMOHUPOBAHHOW MOJU(UKALNU WU OJIOKUPOBAHUS
uHpopMmaruu 3a cuét HCJl ¢ nmpuMeHeHHueM MpOorpaMMHO-ANIapaTHBIX U MPOTrpaMMHBIX
CPEICTB (B TOM YHKCIIE MPOTPAMMHO-MaTeMaTUYECKUX BO3IEHCTBU);

o yIpo3bl HENpEeIHAMEPEHHBIX JIEWCTBUM TMOJb30BaTeNied W HapylICHUU
6e3onacHoctH pyHkimonrpoBanus 1C;
o B pesyinbTate cOoeB IO, a Tak ke yrpo3bl HE aHTPOIMOTEHHOro (cOOeB

anmapaTypbsl H3-3a HEHAAEKHOCTH DJIEMEHTOB, COOEB JJIEKTPONUTAHUS) M CTUXUUHOTO
(ymapoB MOJHUH, TIO’KapOB, HABOJIHEHUI U T.II.) XapaKkTepa;

o yIpO3bl IPEHAMEPECHHBIX JEHCTBUII BHYTPEHHUX HAPYIIUTEIIEH;
o yrpo3bl HC/I 1o kaHanmam CBsI3H.
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12. Mexanu3m peanusanun Konuenmuu

Peanuzanus KoHuenmuu [0KHA OCYIIECTBISATECS Ha OCHOBE IEPCHEKTHUBHBIX
MIPOrpamMM M IUIAHOB, KOTOPHIE COCTABIISIIOTCS HA OCHOBAaHUH U BO UCIIOJHEHUE:

— (henepanpHBIX 3aKOHOB B 00sactu obecnieuenus Ub u 3amuTs nadopmanuy;

— nocra”oBienuu [IpasurenscrBa Poccuiickonn denepannu;

— PYKOBOJISIIHNX, OpraHU3alMOHHO-PACIIOPSIIUTENbHBIX U METOJINYECKUX
nokymMeHToB @CTIK Poccun u ®Ch Poccuu;

— notpebHocteit UC B cpencTBax obecrneueHus: 6e30macHoCT HH(GOPMaLUK.
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13. Oxunaemblii 3¢ dexT ot peanusaunu Konuenmun

Peanmuzanus Konnenuuu nadopmanronnoi 6e3onacaoctu B UC mo3BosuT:

— OLICHUTHh cocTosiHuEe Oe3omacHocTd uHMopMamuu B MC, BBIIBUTH HMCTOYHHUKHU
BHYTPEHHMX M BHemHuXx yrpo3 Wb, omnpenenuTs nOpHOpUTETHBIE HaNpaBiICHUA
MPEIOTBPALIECHUS, OTPAXKEHUA U HEUTPAIA3ALNH ITUX YTPO3;

— pa3paboTarh PACHOPAIUTEIIBHBIE KW HOPMATHUBHO-METOAUYECKHE JOKYMEHTHI,
npumenuresbHo Kk 1C;

— OPOBECTH  OPTraHU3ALMOHHO-PEKUMHBIE WM TEXHUYECKHE MEPOIPHUATUS IO
obecrnieuenuto 6e3onacuoctu nHbopmaruu B UC;

— o0ecreunTh He0OXOAUMBIN YPOBEHBb O€30MTaCHOCTH OOBEKTOB 3aIUTHI.

OcylecTBICHUE 3TUX MEPONPUATUN OO0ECHEYUT CO3JaHUE E€AUHOM, IETOCTHOM U
ckoopauHupoBanHort  C3II[lH  wu  co3mact  ycioBua il €€ JTaJIbHEWIIEro
COBEPILICHCTBOBAHUS.
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Cnucok ncnoJib30BaHHbLIX HCTOYHHUKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBBIMHU M METOJUYECKUMU JOKYMEHTaMH, Ha KOTOPBIX
6asupyeTtcs Hacrosimas Konuenius, sBisioTCs:

1. ®enepanbublit 3akoH 0T 27 utonst 2006 r.Ne149-03 «O06 nnpopmarnumu,
MH(GOPMALIMOHHBIX TEXHOJOTHUSAX U O 3aIIUTe HHPOPMAITUN;

2. ®enepanpubiii 3akon oT 27.07.2006 r.Nel152-D3 «O nepcoHANIBHBIX TaHHBIXY;

3. ®denepanbHbI 3aKOH OT 27 utosist 2010 1. Ne210-D3 «O6 opranuzamnuu
PEIOCTaBICHUS TOCYIAPCTBEHHBIX M MYHUIIMITAJIBHBIX YCIIYT»;

4. Tlocranosnenue I[IpaBurensctBa P® ot 24 oxta6ps 2011 r. Ne 861
«O (denepanbHbIX TOCYAAPCTBEHHBIX WH(OPMALMOHHBIX CHCTEMax, OOECHeUHBAIOIINX
MPEIOCTaBIICEHUE B DJCKTPOHHOM (OpME TOCYIApPCTBEHHBIX M MYHHUIIMMAIBHBIX YCIYyT
(ocymiecTBieHUE PYHKIUN)Y;

5. Ilocranosnenue IlpaButensctBa P® ot 21 mapra 2012 r. Ne 211
«O0 yTBepKIEHWU TIEpEeyHs Mep, HampaBlICHHBIX Ha 00eCIeYeHHE BBITOTHEHHUS
00s13aHHOCTEH, peycMOTpEeHHbIX DeepanbHbIM 3aKOHOM «O MepCOHAIbHBIX TaHHBIX» U
OPUHATBIMU B COOTBETCTBUU C HUM HOPMATHBHBIMHU IIPABOBBIMHU aKTaMH, OllepaTopami,
SBJISIFOITUMUCS TOCYAQPCTBEHHBIMU UITM MYHUITUTIATBHBIMUA OpPTaHAMK;

6. Ilocranosnenue I[lpaBurensctBa PD ot 1 HostOps 2012 r. Ne 1119
«O0 yTBepxkAeHUM TpeOOBaHMU K 3alllMTE MEPCOHAIBHBIX AaHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX;

7. Ilpuxaz ®AIICHU ot 13 urons 2001 r. Ne 152 «O6 yrBepxaeanu MHCTpyKIu 00
OpraHu3aluy U oOecrieueHnr 0€30MTaCHOCTH XpaHeHUs, 00pabOTKH U TIepeiauu 1o KaHajgam
CBSA3M C HCIOJB30BAaHUEM CpEACTB KpUOTOrpapuyueckoil 3amuThl HHPOpPMALMH C
OTPaHUYEHHBIM JTOCTYIIOM, HE COJEpP KAl CBEACHUN, COCTABISAIONINX TOCYIaPCTBECHHYIO
TalHY»;

8. Ilpuka3z ®Cb PD ot 9 despans 2005 r. Ne 66 «O06 yrBepxkaenun IlomoxxeHus o
pa3palborTke, IPOU3BOJICTBE, peanuzanuu IKCIUTyaTaIlH M poBaATBHBIX
(xpunTorpaduyeckux) cpeacts 3amutbl nHGopmanmu (ITonoxennelIK3-2005)»;

9. IIpukaz ®CTIK Poccuu ot 11 depans 2013 r. Ne 17 «TpeboBanus o 3ammre
uHoOpMaIMK, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, CoOJep)Kalieics B
roCy/1apCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMAX;

10. ITpukaz  ®CTOK  Poccum ot 18 depans  2013r.  Ne21  «O6
yTBepxkaeHnCOCTaBanCoIePKaHNIOPTaHN3AIMOHHBIXUTEXHIUECKUXMEPIIO00ECTICUSHNI00
€30MaCHOCTH TNEPCOHAJBHBIX JAHHBIX MPU UX 00pabOTKe B MH(POPMALMOHHBIX CHCTEMax
MEePCOHAIBHBIX JAHHBIX);

11. «bazoBasgs Mojenp yrpo3 0€30MacHOCTH TNEPCOHAIBHBIX JaHHBIX MPH HX
o0paboTke B HMH(POPMAIIMOHHBIX CHUCTEMAaxX MEPCOHANBHBIX JJAHHBIX», YTBEPKIAEHHAS
3amectutenem aupekropa DCTIK Poccun 15 pespans 2008 r.;
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12. «MeToauKka OMNpeneneHus aKkTyalbHBIX YIrpo3 0e30MacHOCTH MepCOHATbHBIX
JaHHBIX TpPU HUX 00paboTKe B HMHGOPMAIMOHHBIX CHUCTEMax MEPCOHATBHBIX TaHHBIXY,
yrBepxkacHHas 3amecturenem aupekropa @CTIK Poccun 15 despans 2008 r.
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